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7%, oneM2M[7]61 A @A) S mEsh wAlel A AN s gl
ZRFES U TS, AP BB P BFH ¥ ZYF I
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[8].
oneM2ME A ElE 7+ HA A (oneM2M Primitive) 13 T2 ES of ¢

rr

Aol %

a2

S 7 20129 74el A4¥ 5t

A E tFE oneM2M FHo| TRES g o] TEEZY AL
5 Z2EZ(CoAP, HTTP, MQTT S)¥e #RIdS  Aostalch
oneM2M o] X2 EFZES Mca, Mcc 183l Mcc dHHAL XQAE A
o Aed APIZ ¢n|3ltl oneM2M o] TREZFS AFAZT T2E
Z3 5ydoz AAEY e HTTP, CoAP ¥ MQTTe} o] thf
g ZREFNY Y-S ALl o T MQTTI[10,11]¢}
CoAP[12,13]° thaf] Yolr == it}



2.2.1 MQTT

MQTT(Message Queue Telemetry Transport)[10,11] X 2EZFL
1999 IBMell A 233 wA[A] 4] ZREZoH MQTT ZR2EES
AgtE s vk MEY A A4 AAA sAEtESE AAlE &
AR Ag ZREZE U2 i gF 3 31 AAA = skl AlE A
A HAAE AFetes AAEAT. A=dH A dego] 5H MQTT
ITEEZFTS 2013 OASIS(Organization for the Advancement of
Structured Information Standards)ell ¢J3l [oTE 913 %+ TZEZZ

ATk o F A7), Ak, B, QEY F g Ropl 288 5
LS A%H dulolE} AT Yk I 0E 22 2uin A4
98 ATHE B 39 AAs ol FH2 ARUE N A9E W 9

MQTT Z&ZEZFS Publish/Subscribe 22@S AH&3H MQTT UES
A xE b WAAE #Esta ge-"atr] 98 4 MQTT BEAS
ge=® H15]. MQTT AWetal stA @i HEAza as ofs

80~100kb o] WRag S Algslu g Fdo] 7hdsly, olwE HpA 3}
QoS(Quality of Service)E E3ll th9] AE=}e} tlufo]~5 X 9l&}al,

g8zEe WA glo] MF Y & F U K



ofo
ol
-
£

= JfEate] shzol Rolstth[14]. MQTT+= TCPE Al al
A4, oy HAALE EHOR = EWALE ASS 7 M2MIY
[oTol A ALE3lE 2SS BHog = gra o ddoan

AEZ AAFIY. T2EZ] A7 oxs AHdad oz 2o
[15,16,171.

o MREFo| AXdE BE Wl AY HHE Hxs)
o =g]al FHo] vk YEY A et T o

MQTT Z2EFZS [IF 2-3]3 #Zo] vA b WAAE M2 &Fs)
71 9l EA FAo el =5t Fobo] E(Subscriber)® =S Al
& shal, HasE ZEte]d E(Publisher)® wasts Fxolth o&
98] EA EI(Topic)ol thall Publisher®t Subscriber, 18]l %7kl A
o5 TAGE BEA AWz FA4E15].

Publisher

Subscriber

publisher  [NEPSSIR topic | |

[0 2-3] MQTT J|2 Publish/Subscribe 7%

_11_



o]#) 3t Publish/Subscribe =23 X st7] s [13H 2-4]19F 9]
MQTTE #IAA B A2 7R3 MQTT B2A7F miAjA] Has
HHEaL 7)ol WAIA S EHEWY, B 2o AZA% Subscriberse] HIA
A% glol7be Aotk WA Mad Thdw FAo) WAASe]
2 2= glon HAAES TR YA BETS o2 o7 = wAA A
dS RHETE Publisher X3 Subscriberi= WAIX] W2o] AAstal 4]

Sl BEFe 564 HAXE TEaAY BB [14, 18]

MQTT Broker
-

Publisher®} Subscriber Abololl HAEE = HAA = thkst F42 3}
9 FAR BEREO] FA, A" 4 qlon ) ZF HAX]e] BEA FAE
Exolgla 3t} B 519 B ATHoew 714

Gl obe) [ 2-5]3 o] ATH +x= 5dE

S
%2,
o
H
~
e
)
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th QoS 0 w2 wAIAle] de oo thef Blshx] i Tes] A

2k sk Aol QoS 1 e WAAS A=Aely 9L Yo
A 245 @] el FRo A%d 4 ek QoS 2 @A WA
A% RS @ W Agshed A=deld Bge FAsh] el &

< FH4E BASAIN Aol AstEeE wAl7E Utk Publishere}
Subscriber 2% QoSE A A g 4= 9J 21} Publisher7} A& 3 QoS7} $-

AA = TH16,17,18]. QoS #el thal gelshd vt [ 2-4]19F 2

[E 2-4] QoSO ME s

of & S

QoS 0 HIAIX etRHOF B MY R =0l ot Fire and Forget Ef.
HAIKIE BEEAl St& OlAF MY HIAIXIS SHEXOIY HEE 2L

QoS 1

=
otHl =HotXl &I W20, =5 &85 2 = US.

=

P

0x
ulo
44
Ja
A
ro
o

NXl= stHot S HAIXISl iAol
QoS 2 | Aol

=
22 2H¥otXg 452 M0l US.

MQTT EB2ZAY Z=FHE tvroksith. gz zel B=Z# = Mosquitto,
RabbitMQ, ActiveeMQ F°] Ut} ©] & Mosquittor= MQTT W= 3.1
3 3.1.1% 9Ad AYsts L4~ BEAR Publish/Subscribe Z2-S
Abgate]l AR E ddshs @] HEAT ek A dE AAY o
Ast s mutd 717], dEid= ZHFH, welar dEEES TS
M2M HA[ Aol Agtetes AAEG oM mo]dR2ATES] Akg= of
£ 0S X, g5 Ade] st ZHEFS AdITH15]

Iz
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2.2.3 CoAP

CoAP(Constrained Application Protocol) Z2EZ[12,13]2 <lgYl
¥+ A ¢l IETF(Internet Engineering Task Force)oll A thekst tjn}
o277} QIEYle] 4" AoR oista, A 1FS wHEel &% Hut
oo HAHE WEYA ZFs ATetdA AFHAY. 9F 1w F
349l CoRE(Constrained RESTful Environments)ol A A& 8%, A A
e} Aol il AFE] W& UESAAA AEFsE HAoE
HAA S Fa8E F & CoAP ZREZS /Hsiadnh. o], IETFO
AN gFE ZREFZE AEstn glon, oT #FFsh ©Ael oneM2M,
OIC(Open Interconnect Consortium)olA %= CoAPS 7|¥Fo. & oT 3H74
TE5= A% ZFEstE JdAeka dvk14].

Application

Request/Response

CoAP

Messages

[0& 2-6] CoAP Z2EZ HE 32X

CoAP ZREZFLS [I¥ 2-6]3 #o] AFASTS UDPS o &g A o]

A Atolof $jx|star Qo UDP 274 oA Request/Response "4
7 Messaged & Aoz A5 ATH[19].
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CoAP+= 7]E-4 o5 RESTful(Representational State Transfer) 7]k
o] H]E7] TAl ZREFo|th, HTTPY WHo] Wale war] ujFo v
Fe T8 719 HTTP Z2EIFRE G4/ HE 2 Ao 7153t
GET, POST, PUT, DELETE "Wl =E o]&d 4= Qlt}[18]. [2¥ 2-7]
o Zol HTTP9F 5 & & vt

HTTP to CoAP Mapping
TCP Session
™

[1& 2-7] HTTPSH CoAPYl 1S uHAl

SHARE CoAP T2 EF2 UDP $4l 7|wte 2 TCP FAlddA s st
MQTT Z2EZ] Hja] Ag/do] tha sttt ofd 2124 gl dlol
& dgsty] 9l A= mAA] A3t v g mAA] dE5S g st
A ARE 715 S AT CoAPY WA A WAL o

(19 2-8]¢ #Th
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Server

Server

] ] [] ]
[ 1 1 ]
I 1 1 1
! CON [0x7d34] : : |
i : | NON[Ox01a0] :
| ACK[Ox7d34] | 3 :
1 it ; :
I 1 1 I
I 1 1 [}
i 1 1 1
(a) (b)

[03 2-8] CoAP (a)dlzl MAIXI &% / (bl &z HAX &

ofglgk A, ® AF wAAE HAFetr] 9ls) Q1A (CON,
Confirmable), H] 2421 % (NON, Non-Confirmable), < AACK,
Acknowledgement), 2] A(RST, Reset) & 47}A 79 HA|A Heg=
AlPdgth CON HIA A= A= e A5S 9 o A&8kar, CO
ARl didE S5 HAIXQl ACK WAIAE wolol AHES HETH
NON wAIA = @7gel et &' HAIA]9] =& AR5 NF 24 g+

Uk RST WA[A= ol 7F la Alell ARE-EHH[20].

Z
=,

0 1 2 3
01234567890123456789012345678901
Vi R | Code | Message 1D

Token(if any, TKL bytes) ...

Opitions (if any) ...

11111111] Paylodelif any) ...

[18 2-9] CoAP BIAIXI Z%[21]
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[19 2-9]1% CoAP9] WiAl#] Emlo=z Zhgeh nlojug] Xwio= <l
29 Hrh WAA = 4upelE a4 &tlE XS 004 8ule]E o]
o] EFo] A8t 1 HE JFAHo] 2rh Fo|EErt e AF, L o
+H delgad 27bA wiAEr[21].

CoAP ZREZFL HO 24E 98l UDPSt CoAP AT 3t
DTLS(Datagram Tran-sport Layer Security)E AF&g 4= o 47}
A HRIREE Agdt. BHRs F 7] X9l NoSec Rt HQE
ZREZO ALHA Fe 7|ERE=oH [Psecoltt 7IE a9 AT H
oF Wkrlo] A8 7}538lt). PreSharedKey EE=X DTLSE A 834, A
A FH7IE E83ste] Node/Keyzbel  1:1 widE& A Ldgch
RawPublicKey ® =+ DTLSE A-&3stH, vt njd7] 48 x| Ygit
Certificate 2=+ DTLSE #-&3atH, Bt H|d7] &3 X509 A5&
Al dgeH19].

CoAP2 UDP #ZlntS &gstozm, NAT 404 241717 ¢8|
Me HY"H S s, XE X999 2 UHS ARgsoF st
Utk EF CoAPAlA  AR&st= DTLSY A
AES(Advanced Encryption Standard)’} IoT #HHoA= ta F37]
ol AESH U Fst @ wst 7S ol &alA B JHAd sk
goh14].
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2.3 1% AT E 9% vHF7] Je

71E fEGACTA AHE Sl 2 A9s v Y=g o &
sto] Hlets "EZ2E = (Multi-Thread) A4S 2 AFE33iT o9}
#2 Fxe Y 84 el HlEste] 2eEE AAsH] wEdd /0 ¢
3} & Al CPU, Wlxe AQLAR7F A&al Context Switching(F9
%), Deadlock(HEg)o] 25 LAY sh= AAIGS A7 EA skl
ol gt AE Azt fls AR Wao] vy A7 wAeln o
71 Be A7 2 A% 55 T dAHATH22]. BEEdA s HEY
2 Agsts ZHUYa F Vert.x[2319F Node.js[29]9] tha] <&
olR =% g}

2.3.1 Vert.x

Vert.x[23]& Hl%&7] HE fZgAlAL A3 AAY 274 54 =
A AZA oJHIE 7|HE 22w 2Els AF3sH Non-Blacking
fZEAoldg A vls7] TR VEs ALt Vert.x= AH
HENZ 3E& F5atal 293t A Zdgaol™ Node.js®=HF-F
FFg Wol o[WlE 7yt Z2awy] BdE o8 HlE7] FEje API
E AFdt. 287 wiol] Vert.x9 APIE Node.js¢b wi$- A+
1571 Jele] APIE Al&-3t}h[24,25,26].

Vertxe [Z¥H 2-10]3 3Fo] b 7pgwileA 55w thekg J)
W ol s A Yhdtth A 2dE zaaRxd FHEAE oHME 7|ure
2 FAste] Aol whEstal Aol ok Anp ZREE Al flel A 3
7] W&o tEszolrt A YEW  Hazelcast[27]17F WA= o] glo]
IMDG(In Memory Data Grid)E& */€¥ste] d&%F A= AES + 2
oh mEgk zpup xede] AEe WEYA ZHdead Netty7l W7o

i
o
us)
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%0,

JAVA :

Vert.x

-

[O& 2-10] Vert.xq 7=

Vert.x9 22 [2¥" 2-11]1% #o] dolH7} FA15H Event
Dispatcherdl] Verticleo] A% a1, o]AS HE7]=2 T A7t} Vert.x
= A 2UE A FA ZFHE AHEsr] Yl o|HE 7Hte g 5%}

)

3l=d) o]+ Reactor H¥ES 7|22 3t} Reactor HEHS FAlo] &
H&= Zgel digh o|HEE HAEs s A AT o|HE A
FAY A

Aqelol}. Sao] daHY oMES

o5

AC)
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gen EEN NN ENN SN SN SN SN S S S

Event

Dispatcher

e T T T T

[0& 2-11] Vertx S&

Vert.xe] =8 54 t3 Zop[28].
&

Vert.xe] 8 7d¥} AFEH = txH<l

[28].

e Verticle

[e)

1=

2]

‘-----—’

4
’

7}V5(JavaScript, Ruby, Java Python %)
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Vert.xol A ofZgAlol S T4 8k= stue HEWE HiE d9&
Verticleo|&}al H-=2m Javascript, Ruby, Java, Groovy®= 2 7}
S o oEE S AT W ] Verticle® A st 7
ZFo] Verticleo] oJHIE 2w FASE AER A3 = L.
Verticle Q12812

Vert.x 12”2~ E JVM A’ x oA B2, 3kbe] Vert.x
A2’ 2o A o8 Verticles AAAZA 5 As. =g, 74749

Verticle® 149 2~ 2 7440 Verticle 7kl 44 wm)

Verticle A2BH A= 4} FU3 Ay soa Asgo] BAgwH

Vert.x& Ab&shs 7Tl Al Zetalr] Hek 4de Al

Vert.x a®As WHAHOR A 25 defsi Zzbe] 27

ToM= oHIE FEE A FIE F3 T Ao & oHE
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o WAA A

Verticle 7+¢] EA1L o|HE W AE o] &3 VertxolAes B

Verticle Q12812 AA 2 ol5 7Fe] HAIA] AES F3) Verticle

B

o
Al E] Fol Ths

. dolE F

& dE 2= Aol Qlo|m= AR Thed Fojel B
o

Vert.xte A4 H+& 4= %= Shared Mapol&h+= AS A

&. 12]aL Verticle Abolell = 22 &3 Ho|y v &5 A 3

2.3.2 Node.js

Node.js[29]+= 20099 Ryan LienhartDahlo]g}+=

.

JSConf.eu 2009[30]o1A 2xatHA Aol dex]7] Azttt MIT

ol A Joyentol H FAS PP 2 F i 0F

= § S 98 Web.jsthes o]0 & WHEHARE 1

WA Node.js7F HATH311.

Node Standard Library

Node Bindings
(socket, http, etc)

Thread
pool

Event Loop Crypto
(libeic) (libev) (OpenssL)

[O8 2-12] Node.js® #X
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1213} o] Node.js& 1% AwlA~=

E K]l V8 flellA s&ste oJHE A /O ZH el o

7F fBge-AdA AdgE= A= D] Nodejse

H oA A3 Hrt Nodejst= ¥ Common]S BWAE T3t 9l
™

Auksk g A~EZE 98] REPL(Read-eval-eventloop)3H7d S X ¢+3}

B3 Nodejst A= 2d= Edolgt tgaio] SHAdA% &ite] =
ofit ARg-gtrt. o] st H& AMEES Holw bl EEol &
Asle] Aato] Loslrb[24]. I 7R H O 7 C++ 7|Hte] glolBHEE
2 FAE% o Standard Libraryoll A V8aAlR ¢ 750l H23}7] 93
Bindings &3t <+ st=s AAEATH22].

oo EEN EEN NN BEN NN BEN BES EEN BEN BEN BEN BN B S ey oo EEN ENN ENN BN EEN BN BN NN I,

,’ Main Thread (libuv) \ f, Worker Thread (libeio) \\
| . ] \ | Request Queue |
| Event Loop V& Engine : |
| i - | |
' = - -
| — ! _ |
| i Functic 1 | |
| = I| |
I | ! |
i N I | push ]
l Callback [uume i1 | |

| W) ]
M e oA R R

[3& 2-13] Node.js %

[18 2-13]13 Zo] Node.js ZEA| A= oHIE F3xX 2 A st= o<l

g=ot /0 AgE @9shs A7 2dER ZEdn 97 2des

l&
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E AdE A% oflE T2} /O AeE A A 2e=r) die] &
2= o] 7] wEel oJHME FxoA /0 ol tigh ojHERN gt

Ade /0 875 Non-blocking [/O WA& F3l MAAHOZ A3}
/O th3t gl A3tairi[22].

Ryan Lienhart Dahl®] JSConf.eu 20099 3ol <std Node.js9
S54< v 2130,311.

o e 2dUls, oWlEFZ Yt

o NPM(Node Package Modules)
° V8 AMPAAHE <X AR

Node.js& A& 2=, olERZ 7Htog whEofth /fuzteS
HY 2y ert e g s vE o mEva A4S st HE 22
g2 vhe A SgoldE 7 WolA W vt w2 ARl =
Uil M= dsteo] AeE ebx] HetAl "

Node.js¢] & & T sty NPMe] &=x4o]t}. NPM-2 ofo] 2} 472 H
(Issac  Z, Schluter)7} ¥HE w=x=9o wE 97]# #AHA =
CommonJSY ZFS 435t 74 Wlxs dtl. NPMS EsA =
A AZE S stEda e A S S R Nodeljs 713719
NPMS wz sk A7, AL NodejsE AA3H A5
NPMeo] 4] €t}
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o

=

<
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R
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u
i)
[m
Q,
™
rlo
—
iy

oA Aty QFE A JIT 7HHAIE A
of AuAAHE <izloln Fa AFHFAS} tERo|E HEkg-Ho|
g5 o] 9t V8 AtAAHE Qe ECMAScript(ECMA — 262)3rd
Edition 7749 C++ = AFHAoH, Sfyor Agfo] 7hsaith ®

g C++2 Add &8 TrOYY dHE AT & Advh V82 Ant

m
o

o
=

~IHE welE FER AndaAy JEZEse il AdEr)

_25_



ﬂ

"o

oF

_26_



?_
A

al

- o=
GJ_' Xéﬁ- T

B2 e og EAlE S

A 3F HE7] IoT B2A AA 2@ +3

3.1 A% A% BUHY A29

3.1.1 Al=8 7} 8
#7 yES (129 3-113% 2ol
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OJHES Hgo VESIGA T vET xR AFA7]7] 9
g 7]ER, M2M ol sEAl HAES 9T Bz wiEg 7u dlxet
A Y efEg Aol el HHstE 7ol LoRaWAN 7] FWbps
ool wi-¢- w2 dlolE HFEES zta Y wHW olFFAl AS gy
=g ATt AW et 7)7)eA s2te] sheatth mEk vl whe A
g ang Qld AR wiHEe FY ol A% Jbestth (19 3-6]
& AN AR RSE ofE Aol AuZtA 74 HE LoRa MIEYA T
235 YEIT[32].

JP
rlllo

jud

rlo

End Nodes Concentrator Network Application
/Gateway Server Server
Node SNl —
e W @) — — .
4 ‘L“»::‘\ “\‘\ —0
T (P
y =
- B e = 3G/Ethernet
T, 5t Backhaul

C£Y

S - pe B

LoRa RF TCP/IP SSL TCP/IP SSL
LoRaWAN LoRaWAN Secure Payload

[18 3-6] 22t WERH2 X

THE F® 288 Y8 HY A4S

gAlstel A&How A hseA Bk A4 gule A THe

_32_



LoRa
vLoi(a, Etc.
e -
e,
Battery Control (
e

Temp./Humidity
Hlumination

A~
T @

pH E.C (Humidity, Salinity)

o

[28 3-7] X2 Mg 83 4+8 MAN 2

A Aol sge] TALe [18 3-8, 3-9, 3-10]3} 2},

E

SUB | Solar Cell ADCO| CDS ADC1| pH DS18B20

[18 3-8] 4IA ZH| XIot=
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olglgt Al AHZ (19 3-1113% Zo] ¥74A 3,000 7|Fo=
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A== 3o},
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System
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2
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g el o F JEE A EE AP olE Hd LEAA V=9
Grafanag ©]&3to] AAE dolgd gt 7tAgE dst), [17
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observation.token anomalydetection.levelshift.temperature.demo

2017-04-03 16:28:50

HA

levelshift s1 levelshift s1 levelshift 51 levelshift s2 levelshift s2 levelshift s2

169 Holgl 2 165 Hslg S

observation.token

] 0 A
wiqpmu mmmwwmuf

LGN

| {
N R vﬂ.

= sl.mean

= s2mean

anomalydetection.levelshift.temperature.demo
- o
| | M

[28 3-16] 22X HAIZE

_89_



3.2 H]%57] [oT BE2A AA ¢ 74

A FAO FA UEYAE o]&st= A g AlAolA wEA FH

= dlolHE <l TAE vldolHE 13 Wi Ao <l HolH
of &4 B AY Aol wAE 5 UGS AStaloF vt o] fl&f Al
Aol BEA ZH AFA e $AlE Adste WAA ZREESS A8
Hojofatm, ek Ed¥ SACA HF Aol A&g HolE AHus &
T A= HlE7] AY 7lwel dasit ofE ffdl HlEr] AEE Ads)
v ZYYYA T Java 718Fe] Vert.xE AMEo=Z 39lom, ALERQIEY

= A< oneM2MolA A HhdtE ZRZEFQ CoAPSF MQTT %
MQTT Z2EFHS AMg3ste] Fasgnh [ 3-17]8 AS-Brokerd

=]

’----s

Monltorlng AS-Broker
System

\----

[O& 3-17] AS-Broker 22 CH0I0{O &

A T #A A 2"Ho| A AS-Broker® A= Publish HA A=
Vert.x2] Verticleo] AFH o] AW A& FA A4 g WAAE
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st B glaEd Rgsh= wA A o]H, Vert.x®] A9 WriteE &
P

<=Java Class=» <<lava Classs»

GiMQTTSocket =~ (B MQTTNetSocket

==lava Class=» <<lava Claszs»
. (& MQTTTopicsManagerOptimized (3 SubscriptionTopic
-tokenizer (e #zession | 0.1 :
Vv o=

tooiceSubscribedie o
<<Java Class>> <<lgva Cidegicshianager [ .java interfacess «=lava Clags>>
(© MQTTPacketTokenizer (3 MQTTSession| 4 | | &3 TopicsManager < (2 MQTTTopicsManager

[0& 3-18] AS-Broker 2eiA CHOIO{ Q&

ol HEFE o|&sf T4l AI}E 7|=s7] 98 DB7F AREEH
w=A Age s A AHE AEoF 7] witel DBel Aol Fast
t} olE 93 11X T Key-Value A&A2 RedisE 374 A3t
Redis®] A%< &olsdtr] s AWS c4.8xlarge(CPU 36Core, 60G
Memory) AHellA Wlixnta 45 HAES @& o [3E 3-1]7 Zrh

[E 3-1] Redis ¥Ix|0I3 85 HAE 2

Method Result
SET 436,681.22 Requests per Second
GET 645,161.31 Requests per Second

AS-Brokeri= A ZHE AYF dolgE A A" A dAdsis



983 3A Ao 2RE MM ARE QHsE F A 9
33t} o]= 98 AS-Broker: Json A9 F 7}A] Payload 7+%E&
A3 Payloade] 718 Fx&= ohs [29 3-19]9F #t}

payload:

» resour::eTvpe}—; [ ubservatmn (Ideutmer) wuid | vrovidef | string | sub]ect] | string I —JkdaleTimeJ | utc |
'—i.rmanaqe enl'
(= ;
g
entry |—— objects }——pa

[O8 3-19] AS-Broker J|&2 Payload % dI€ZE CHOI{ &

[Z1 3-19]¢}F %ol 7]EFxE  Payload®l F3S UYehde=
ResourceType, 5 &4 T4 WA8t7] 913 Identifier, w419 &3
7135 YER = Provider, A4 FAE YEUE Subject, A9 A4
A ZtE UEtl = DateTime, &0l 3j@st= Entry® 7A€ o9 2
S 78 GFEE vgo® F 7HA B9 Payload FRE Al¥ET)

e Observation %)

e Management E}Y)
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[Z19 3-2313 #Zo] A% 7Hdm™Aldl =7 (Docker)E ARt =71

ojgsto] BEAA Hyd WEE AFs7] A% Rediset AW As

o

il



TUEES 93] Grafana, AlZAY DBSl InpluxDBE A x|gch. msh
Jdk8& A Xstal 71 9ol AS-Broker® A #IEF gt} o] 9o Awo]
A o] Al A Al EEaclA 72 A o2 Alg 5= File Open
Mz el e77F - 5 A7l wzel olE WAEr] st
/etc/security/limits.conf 3¥ 2] soft stack®} hard stack F&& 43}

o] Zr}, W QRA HT It EE WalH S JojFr)

Run Configurations

Create, manage, and run configurations F o

Run a Java application

= S Jp = Name: | imb aws basel broker
bypaRtectext © Main | = Arguments . 2k JRE| % Classpath| %/ Source| B8 Enviranment | 2] Commen
2 Generic Server(External Launch) Program arguments:
MGrunt ¢ configs/ basel.no.session.and.pauth json -1 5
B Gulp

4 HTTP Preview
o J2EE Preview

=1 Java Applet

= 1! Java Application Vadahles.
VM arguments:
TTlimb aws broker-cluster (1) -server -Xms366 -Xmx366 -XX:+UseG1GC -XX:+UseCompressedOops -XX:GC TimeRatio= 4
Tlimb aws client mqtt.pub- P1SN (1) -XX ParallelGC Threads=20 -XX:ConcGC Threads=10 -javaagent:/imos/maven-repository/
(imbaws client mttpisb- PNSL Repositori Repository/co/p i /q ~coref0.7.2/quasar-core-0.7,2 jar
Tlimb aws client mqrt.pub- PNS1 (1)
Tlimb aws client mqtt. pub- PNS1 {2}
7Tlimb aws client mqtt, pub- PNS1 {3} Variables.
Tlimb aws client mqtt.sub -PNS1 Warking directory:
limb aws client mqtt.sub -PNS1 (1) Bital
& el ault:
Tlimb aws client mgtt.sub -PNS1 (2)
"Tlimb aws client mqtt.sub -PNS1 (3) Qther,
[Tlimb aws client mgtt.sub -PNS1 (4)
Tl LoadTesterSubsenbeF usesourceimpl
Ju Unit
Filter matched 31 of 31 items
@) Clase Run
[1& 3-24] AS-Broker S& &3 3
o = - - = A3
Aue] 712 A”el Eubd [2¥ 3-24]¢F #o] AS-Brokers A3
A3 ]1‘:40“ Al ‘,Q.%LH ]_]_ HHL Eo ]aal
/\]Z_]_q% Eﬁéq}\b 'd%]‘?x"l‘ Es XL].SEE il ArH 7EEJOEH



25 o]gste] APAFTt.

AS-Broker®] %S A9l AAGHIE dFoR AAA Ak
AN o] AlAGHI S whEol A Adstrldle B&3 B A g
Jomz AMFuel o] MQTTZ F4& 4 & MQTT ClientE
Eol An FulE o] &ste] PO R AL =S St

SOl EE FAA7I7] $8) Au el A2 AWSE o] &3t 7}
49l CentOS7 AW E ths [3& 3-3]3 #Zo] T4 gt}

[E 3-3] &8 2e0|E 4=
Network
Instance
ECUs vCPUs Memory Performanc Storage
Type
e
) GP2
c4.2xlarge 31 8 15G High
15G

MQTT Clients= MQTTE JAVA 7]ute] Paho gholBelg]E o]-&38fo]
Fd3sF . Paho #olE#g]+= C, C++, Java, Android, Javascript,
Python & o¥ ddol& Adetn, & HZEEdXA= Javas ol&ste] +
it ol5 fl8 Jdk8& A F EFtoldE Zrads A A=
= gt olof 2 FpolE A AWME S 4 TE A=

3}

_47_



(1% 3-25] 48 &3 74

[1%] 3-25]¢} #o] ©d AW Aol AS-Broker®} Subscriberg 4
FA7]a T Adje] FEolAdE M E ol&ste] Z} AnH] I 500071 9]
PublisherE A& A|71t}. Z} Publisherv}t} 100Byte PayloadE 100712
A5 o2 AAste] AS-Brokerd] AFst=E strh E AYo|M = 7 F
gholAEnmttt VNC MH S AAste] 3pdS 7Aelon, a7 Awet

PRV R ddd A S s Au i 2 o]EHAE ]88t

of AFANZG. Ads 9l +4F a2 [27 3-26]9 2

_48_



| T
| # st it M it

RS ye—

L detiing

B e L e L
A [ Axiae@s ¥

P AT

- b —

o e e

BN W

A A=l

[T

@ & Ok

it .

# % EEs

e e ]
=

S i e

B s s b

e
" LE BE-1 5 E N B

e N

R el e [Ty [Py — i V—T PR

e o

Bppn glairy g | e ) p——

s
i

el B L e

@ d mrOTRe
Gl LT

LR

Il e e Dt ® b Bt b e st B e B et
H (R RTL

TR iy Bias (6 3 -

ot 3 B

T Ry —

@ 4 we@es

» ot
= iz

e (Te—

[18 3-26] SC0IME 74 5t&

_49_



A4y AY dn 2 2A

41 A3 A3

2 AHE A " AS-Brokere tiF EY QA Y 2 &
% A2l T ((ps)ol el dotrr] fla) F 47HA Aol AUt

o oiE AU Aol A AS-Brokerd] QAElA Fo wE A5

o Y Subscriberol A QoSell W& HEAL] AFHs}

o Y EYS oy SubscriberollA FE5E A5 B

=ZA
o o] EYS U Subscriberol| A TS A9 HE AL A3

A8 Ade (R 4-1159 [F 4-4]19F 2o A9 ¥ 52 27
2t} Instances Vert.xE S A%+ Verticle Instance® =
Hyd BH2Ae & 9undt} Sub> SubscriberZ 7Hd TAA] =S
ojn)st™, Pub Publisher® 71 Alx Aulolm Add SeholdE +
S YeldTh Sub QoS Pub QoS+ Subscriber®} Publisher?] QoSe]
™ Payloadi= Publishero| A 2&% = WA ] 2] Alo]=9} /45 YERH
AY sHe YERIH

ox

t}. TPS(Transaction Per Second)&= 2% 8%

[E 4-1] &2 SubscriberOl A QoSO 2 HAsH3

Sub Pub
Instance Sub Pub Payload TPS
Qos Qos
100Byte
5 1 20000 0 1 25k
* 100
100Byte
5 1 20000 1 1 20k
* 100

_50_



el Subscriber %3 A9 QoSol WE ASswWsleE [34-118 2

Q
t}. Subscriber®] QoS7} 0¥ uw] A=) tist 22 (29 4-11,

outboundtps

14:10-:00 14:11:00

172.31.15.106.max

outboundtps

2017-05-19 14:12:31.800
231 C 2048 K

14:10:00

172.31.15.106.max

[O8 4-2] ©< Subscriber QoS 1 &2

_51_



[7194-1]1& Subscriber® QoS7F 04 wj Ag]skol] thal 2= = 29
Aol A7l= EYF thall 25000tps A= Ag THE Hol:
AL AT 4 Ak [2™ 4-2]% QoS7F 19wl Aol gt 1)
Z2 20k Aol A BAE = EFe s 20000tpsd =] AE TH

Sub Pub
Instance Sub Pub Payload TPS
Qos Qos
100Byte
5 1 20000 0 1 25k
* 100
100Byte
3 1 20000 0 1 22k
100
100Byte
1 1 20000 0 1 20k
100

= A
L3 7] uitol AYEFsl,
Instance”’} 3¢1 799 A g ek 1ed|== [29 4-3], Instance’}

191 A5 Mgl digk 1gi=e (19 4-4]9 &2

AS-Broker 1B~ o w2 Azl [H4-2]19 v 29
Bl

Instance”} 5% A%+ [29H 4-1]9

_52_



totalconcurrentuser

14:28:00 14:28:3¢ 14:29:00 1 0 14:30:00

- 172.31.15.106.max 10.50 K

outboundtps

8:00

— 172.31.15.106.max

[J8 4-3] E23 QAEAD 3HY FL

(28 4-3]1& 3709 BE7 A2HAE FH2HY

22000tps AE9] A%S Helrh

totalconcurrentuser

14:32:00

— 172.31.15.106.max

outboundtps

172.31.15.106.max

[O8 4-4] B2 AAEAD} 1HY FR

(218 4-4]+= 1719 B2H A2HAES o] &3] AT

o

e
filo

d

o
o

=
o
o




2 °F 20000tpse] A TS el

[E 4-3] 0§21 SubscriberfiiAl S E

+=0 OHE 4583

Sub Pub
Instance Sub Pub Payload TPS
Qos Qos
1 100Byte
5 ) 20000 0 1 25k
(1 topic) * 100
10 100Byte
5 ] 20000 0 1 52k
(1 topic) * 100
100 100Byte
5 ] 20000 0 1 50k
(1 topic) * 100

[F4-3] =9 EFL o8] Subscribero|A] =3t

57
9] Jgrol & A FWstE yebt Subscriberd] 77 120 A ¢

749~ Subscriber

1
s

uj 5o Ak, Subscriberd 7|S7F

totalconcurrentuser

180K
17.0K
16.0 K
150K

15.0K
15:02:50 15:03:00 15:03:10 15:03:20 15:03:30

— 172.31.15.106.max

60K
50K
40K
30K
20K
10K

o

15:02:50 15:03:00 15:03:10 15:03:20 15:03:30

- 172.31.15.106.max

15:03:40

15:03:40 15:03:50

outboundtps

15:03:50

15:04:00

15:04:10 15:04:20

2017-05-19 15:04:20.200
231.15.106.max: 515K g3p

(08 4-5] SY ETES Subscriber 1040t S8 &

_54_

15:04:40

[Z1¥ 4-5], Subscriber®] 7§57}

(13 4-6]3F 2t



[ 4-5]% 29 AYAA A= dolHE shte] EFS F3
A8 10709 Subscriber7l &7 FE&ke] AgshEs Ag-olv o] A%
oF 52000tps F&=9] AeS Rtk [27 4-6]0A = I3 AaeA
10070 ¢] Subscriber® 37 F+=3Fe] st om o 50000tpss] A%
s 2 5 drh

totalconcurrentuser

— 17231.15.106.n

outboundtps

(02 4-6] S ETES Subscriber 10047t S8 AR

o2l E¥S o8 Subscriberolld 2zt 108 UHA 5 A E
3} Subscriber?] 7ol wE AdeHste [34-413 U3 29T

[E 4-4] 0121 SubscrierOlAl 28| T2 ET =Y 2 AsB3E

Sub Pub
Instance Sub Pub Payload TPS
Qos Qos
1 100Byte
5 ] 20000 0 1 25k
(1 topic) * 100
2 100Byte
5 ) 20000 0 1 40k
(2 topic) * 100
4 100Byte
5 ) 20000 0 1 56k
(4 topic) * 100

_55_



=% 170l 1 7H€] Subscriberq! 49 [Z2¥ 4-113 271 wZol
AeFetn, Subscriber 2707F B 270 dis] Zbzb AEe Ao A
ol gt g = (29 4-7]13 2o, Subscriber 4707F B3 4719
el A2 A B Al dig 2ezs (27 4-8]9% 2ok

totalconcurrentuser

2017-05-19 16:35:58.800
7231.15106max: 375K

[O8 4-7] 2J| (42 ETS Subscriber 240t 2= 3R

(1% 4-7)% 2% AGEAA PHE delEE 249 =S F)
A B9 27t o} 2709 Subscriber7h 247] FEale] Az et
% 1

| A% ¢F 40000tps A= A& HST)

o
L
H

o

_56_



totalconcurrentuser

16:15:00 161600 161630 161700 161730 1 16:18:30 16:19:00

172.31.15.106.max

outboundtps

2017-05-19 16:19:03.500
—172.31.15.106.max:  44.6 K

0~
16:15:00  16:15:30

— 172.31.15.106.max

[O8 4-8] 20| T2 EZS Subscriber 4001 S8 E2

—

2 4-8]1& [ 4-7]3 & Asto A 4719 EFE E3] =43
7

E3S 7t7t Uiro] 4709 SubscriberZ}t Zb7] E8ke] 23}

=

] o] 79 oF 56000tps AL ASS Hol: AL o 2= 9t}

_57_



4.2 A3 EA

A A3E FA45HH o3 2k QoS 02 =4 oF A= gle]
AAE FHo $H EEskE 9hA QoS 12 Aojk g o] Hujl= W
Aoz HAX 7 & E=2EAS uf ACK HAAE AEgc). o] gt 52t
W2 wfo] @ Subscriberol] Al QoSell W& AS-Broker?] 5w s}
Ay [ 4-113 Zo] QoS 0oz #Esk o oF 25000tps?! ®¥FHH QoS
12 %Esk 49 oF 20000tps® 5000tps BEe] A%<l ApolE Hol=
e & 7 Ao

Eek AS-Broker®] QIA®ElA o] whE AeRste] Ay [% 4-2]¢
2ol 5749 Q12" AE FYAHE P w 25000tpse]al 370 ¢124'
Y

Z F92H9% & o 22000tps, 172 F23E o 18000tps® 7t
7} 3000tpsAH =2l zpol7F Yz 17]2] A" Aas F7l2 SHAEHYA
71+ 7% 1500tpselA] 2000tps A= Aso]l FA== AS & 5 AN
=3

2vk A 1709 EFE S8 Bl tlo]E]E o]¥] Subscriber
o A FAle] F=53 79 AS-Brokere] AWzl disiA= [3E 4-3]
9} ko Subscriber 170Y w 25000tpso A Subscriber7}F 1070
ol 52000tps®= S7FE AR5+ Subscriber’} 10070 w] 50000tps= E
AXAl H= Ae & 5 Ak ofE T Y EFl sl Subscriber’t
A N ool A= O ol tps7t TUFeHAl e A & T A

mpAlgto 7 29k AV A HelHE B uf EFS e Huja g
B3t 531 SubscriberE 7247} T 0
Edo glo]eE B Subscriber 1707} 5 & w] 25000tps, B4 &
2M= vH 22 2709 Subscriber® 1%H/§2] Publisher”} 100Byte
Payload 1007] & WAIAE BWS w 40000tps, EFS 4712 YA A

L
= 74

—r

_58_



4719] Subscriber® Z}z} 537019 Publisher7} HAIAES HYS uw)
56000tps® YEY+= A& &= 5 At slid 2yE F3l) dloly A
E 4709 EFo = UyA =

_|_4
o
rlr
o
o
=
—
=
4
R=)
e
Au
o
=
o
nj
o
rlo

§- °F 5000tps &9 Aol T7tdon, 5719 QI~"AE &

g w 12 F2ZHE R 6000tps 7SS o & ATk w3
Y EIo| v 10709 Subscriber’t HgdE A 100709
Subscriber?} A gleh= AU Ao Hlmsiglon, AdAdddA HuUH|
Holg & 47 E¥ o & Uy 47019 Subscriber’t 2+t A glst= A ¢
7} 1789l EZ o2 1709 Subscriber’t A #ldk= A9-Bh 28] oA At
ol7} vhi= A& ERlate] i Ass HAUTh

rﬁ

rr

_59_



o
o,
[.i
>
il
ol
:(?L_‘,
i3
o=
i
Ir
[
Ay
)
rlol
o
2
X
e
o
X
o
ftl
in}
s
o
il

4
%0,
rlr
=
o,
olr
1o
z
fru
i
lf
e

vl o] g AddeA Y= Edg @A meA e HelHE
A ela A& A A & ¢ A=F HlEr] AP 7= Vert.x7t A
SE AT =3 AA g el wA] Al2E) gEe] FAS 919k Payload T
27F Qo= A

ofutE  §1 AH|A(AWS)S]  c4.8xlarge EFY AZBEXAE o] &34
AS-Broker®] A9 &35 FAstL Ase HEE 3 A3, 2vk AYA

M

o] 7 AlA AH)(Publisher)ollA] WHAIE = @S 7 #A] Al 2
(Subscriber)o] A3t w] 5709 H2H Q2822 ZFexHE S o
10 Ag & w B} 7000tps Aol FFHAeH, Y B o
Subscriber 1/1%F %53 wroh 107] F5AE W tps7h FUFERA
1070el A 10072 S7HA S W o o 7tk & 2As ¢ F
AT EZF BUA = HlolHE 4709 E¥o® e 47]¢] Subscriber
7V Z4zb A9 39S Wl 56000tpse] AwS Hol 2719 EFS 2747}
A2le o Bt} 16000tps F7tebe Ao w FolE ),



B oA¥S Ea 2wk AU 574 BHEA AAEAS FuAHY
stal BulA|= dlo]lHE 4719 EF o= U 47]9 Subscriber’} 747}

Al S W 7P F2 Aes B S & 5 AT ol E FaEl A

S-Brokeri= 2H= A5 374 TUHY AlXx
ZulE e AntE S5 AulE A,

ShE o)E, 2PhE dloldi Bo) tgd sniE wd AT 2§

_61_



[10]

"edojo] AL AR EAR" TAH, 2016, pl, p32

“FTaTANY 71EREW 2017-2019, AH/LWET] AA 287
471974, 2017 1, pp.25-68

A4, “2vtE F(Smart Farm)Atd - 543 ICTY ¢S 53
ARI7ER 63F At e w A H Q7 ddlable Daily, 2016. 8. 30,

ppl-6

rhu
o
2
re
=
o
=
=
=
Do
(@)
[
K
o

°,
-

o
Hl
o
f
off
2
N
it
o
oty
—
—
>
2
i)
<
=3
i
(@)}
©
Do
o
=
-~
o
=
o]

T

©
¢
O
(@]

IoT standard, http://www.onem2m.org/
w1d ¢ 39, “oneM2M B4l TERES 78k AFEQIE Y A~
W Asia-pacific Journal of Multimedia Services Convergent

with Art, Humanities, and Sociology

Vol.6, No.3, March 2016, pp 42-43

=<

4719, “oneM2M Ab= Q1ML A2 SEF FE3F §87,

)

st g1 F2l 7133 TTA A4d Vol.155, 2014.09, p4l

MQ Telemetry Transport, http://mqtt.org

_62_



MQTT Versionb5.0 Working Draft10,

https://www.oasis—open.org/committees/download.php/5974 1/mqt

t—=v5.0-wd10.html
Constrained Application Protocol, http://coap.technology/

Constrained Application Protocol (CoAP)
draft-ietf-core-coap—-18,

https://tools.ietf.org/html/draft-ietf-core—coap-18

o
o
E (
jubd
2
Eﬁ
=
2
0
5
,%
N,
rII.
2
2l
i
oM,
©

¢
it
frt
uH
=5
SN
e

pp1896-1900

FHH, 'MQTT Z2EZF 7|uke] Al WAIA] dg AJxwle]
AA B Y, eSS At et ol A Abekel =i, 2016,
pp4-13

MQTT V3.1 Protocol Specification, http://public.dhe.ibm.com

/software/dw/webservices/ws—maqtt/mqtt-v3rl.html

NZEZE “loTeH A4 MQTTS WebSockets &-8-3k 24

)

Abz Aol Al='] AA B T, e thelnl thskel uhALS)

]

=
T

&

2016, pp50-58

A& "MQTT, CoAP 4 Z2E

i1

A8

L

AL

z

[msl

A", sAYSt . gistd A AFERS =, 2016, ppl0-19
313, "BrokerE 483 HQkgo] a4 NoSec mode CoAP

A", A=dishal dishel AARehel=a, 2017, pp3-7

_63_



AeA, “AaA 71uke] CoAP +& A", sAddstn meky
AApeF el =1, 2016, pp3-5

A7k €] 394, "IETF CoAP 7|9t AlA A& Z2EF 7|& 53,
AAZN A A 2898 A6%, Dec 2013, ppl33-136

A T/0 st A S 918 Node.js 718 1718
ofZ@Alel M AW AA Wy A7, AUt o

AALEHS =, 2014, pp3-4

2

[e]
=,

£
£

Vertx framework, http://vertx.io

HAQG, "oMEZINE AW E o] &3 el Al Ao Al 5
et A eta ik MARSel =, 2016 pp8-11

AdE, A, “TOSY Mobile device 7Fe] HA QoSE A Y=
e AdA M|z 527 A7, (AD &= A B S-S 8 3]
= A A 16 A5%, 2016, ppl-6

Vert.x Manual,
http://vertx—kor.otofu.me/manual.html#what-is-vertx

Hazelcast: In-Memory Data Grid, https://hazelcast.com/

Jung-Uoong Park, Jong—Cheol Park, Hee-Dong Park,
"Vert.x-Based Active Node Management System for [oT

Devices", KKITS, 2016
Nodejs, https://nodejs.org/

JSConf.eu 2009,

http://www.jsconf.eu/2009/speaker/speakers_selected.html

_64_



Hhd ) & AA 3 T4,

I

o]&8, “Node.jsZ o] &3 AA7H

Fuist ishel AAbekelii, 2014, pp8-16

[e] =

ot

12
Sl
et
ftlo
d

A, “LoRa 7|8t %

ofy

AT 2016, ppl0-11

Amazon Web Service, https://aws.amazon.com/ko/

_65_



ABSTRACT

Design and Implementation of Asynchronous IoT Broker for

Monitoring of Crop Growing Environment

Choi Jung Min

Department of Computer Engineering
Graduate school of Information and Technology,

Incheon National University, Incheon, Korea

The Crop Growing Environment Monitoring System was
proposed to collect and analyze the crop growing environment
using sensor equipments, and to be able to make a customized
prescription on the basis of it. To this end, the crop growing
environment datum are to be collected by using the censor
equipment operating in a wireless network environment. At this
time, when these sensors installed in large quantities over the
country collect datum, due to the low-speed and low—quality
network environment unique to the sensor and a large number of
connections, the loss of data or the delay of processing occur. In
order to solve such problems, the collection system is required,
which can reliably and stably collect and process the data.

In this paper, the collecting system was established by designing

_66_



and realizing the asynchronous loT broker using the MQTT
protocol for the reliable transmission of a message in the
low—speed and low—quality network environment base on the
Vert.x framework that supports asynchronous processing. In
addition, the experimental environment was constituted using the
Amazon Web Services for the realized broker, and the test was
conducted for the performance. As a result of the experiment,
when 5 broker instances were clustered and divided into 4 topics
on 20,000 connections to transfer the data and processed by each
topic, it showed the best performance at 56,000 tps. Through this,
it could be known that this broker can be used as a collection
system to be able to collect and process the crop growing
environment quickly and stably in the Crop Growing Environment

Monitoring System.

Key words : MQTT, Mass Connection, Asynchronous
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